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Machines
In Dialog

Cyber-physical systems are in strong demand for their ability to
increase road traffic safety and optimize electricity consumption
from renewable sources. They link vehicles to sensors that monitor
traffic and order the car to brake if a dangerous situation arises,
for example. Or they distribute electricity from multiple power
plants to consumers as efficiently as possible. Rupak Majumdar,
Director at the Max Planck Institute for Software Systems in
Kaiserslautern, develops mathematical methods for ensuring the
reliability of these networked systems.

TEXT GORDON BOLDUAN

verything is prepared in the

conference hall of Saarland

University. Staff members of

the press department have ar-

ranged the tables on the light-
colored wooden flooring into a U-shape
and placed name plates on the seats.
Positioned in the middle is an orange
and blue microphone belonging to the
German public broadcasting radio sta-
tion Deutschlandfunk. Journalists from
the public broadcasting service Saarldn-
discher Rundfunk have meanwhile
gathered at the open end of the large U
and set up their cameras and tripods.
They are there to capture the event on
film for Tagesschau, a nationwide eve-
ning news program. For a short mo-
ment, the cameraman takes a close-up
shot of the name plate reading “Rupak
Majumdar.” Then he zooms out. The
camera now focuses on a man wearing
a black sports coat over a light blue
shirt and no tie. His hair is black, his
eyes are hazel.

Rupak Majumdar comes from India, is
38 years old and Director at the Max
Planck Institute for Software Systems in
Kaiserslautern in the German federal
state of Rhineland-Palatinate. The press
conference was called because he and
three computer science professors from
Saarland University were awarded the
European Research Council’s largest re-
search grant, valued at 9.3 million euros.
Over the next six years, this money will
serve to help them find a way to recon-
cile the conflict between safety and free-
dom on the World Wide Web. The In-
ternet is one of the peripheral fields
associated with Majumdar’s research.
His primary focus is on the founda-
tions of what are known as cyber-phys-
ical systems (CPS). These systems are
promising not only in terms of foster-
ing economic growth, but also for find-
ing solutions to major societal chal-
lenges. Their advantage is that they are
rooted both in the real and in the digi-
tal world. They link physical sensors

A cyber-physical power grid: The goal is to have solar arrays and wind turbines generate most
of our electricity in the future. Since their output fluctuates, a central control unit could register
supply and demand, and regulate the distribution of the electricity accordingly.
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and controls in devices, buildings, ve-
hicles and medical equipment with
communication networks such as the
Internet. In this way, physical data can
be gathered in a real environment and
analyzed anywhere on the globe. The
results can trigger further arithmetic in-
structions as needed, which in turn al-
ter the real world via special actuators.
Majumdar develops algorithms, or
arithmetic instructions, that make it
possible to increase the reliability of
these kinds of complicated systems as
early as in the design phase.
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The press conference is over. Majumdar
quickly swipes away the e-mails that
appeared on his smartphone before
rushing to his car. It’s roughly a 70 ki-
lometer drive from Saarbriicken to Kai-
serslautern, where he has headed the
Max Planck Institute since 2010. He
also lives there, with his wife and two
sons. Majumdar is in a rush. He prom-
ised to pick up his eldest son from
school and take him to a friend’s birth-
day party. That means he needs to be
in Kaiserslautern in about an hour. In
the future, cyber-physical systems could

assist users with endeavors like this, as
well. According to the agendaCPS study
conducted by the National Academy of
Science and Engineering (acatech), the
resulting scenario could look some-
thing like this:

Majumdar enters his destination into
his smartphone, in addition to the de-
sired time of arrival, stopovers and costs.
The smartphone, which is connected to
various service providers via the Internet,
contacts these providers and then lists
the options. Majumdar decides to take
the regional train. The ticket is inexpen-
sive, and he can work during the com-
mute. His smartphone then suggests rent-
ing a vehicle from a car-sharing provider
located close to the train station in Kai-
serslautern. He could use the car to pick
up his son from school and drop him off
at the birthday party.

Majumdar agrees. On the way to the
central train station in Saarbriicken, his
cell phone beeps. It displays a text mes-
sage notifying him of the fact that his
train will be running 20 minutes late be-
cause another train on the same track is
experiencing technical difficulties, thus
jeopardizing his time schedule. As an al-
ternative, the system suggests renting a
car here in Saarbriicken. Once again, Ma-
jumdar agrees, and the system now ini-
tiates two further operations in the back-
ground: it cancels the train ticket and
rents a car from a service provider locat-
ed directly in Saarbriicken. In order to be
able to work during the trip, Majumdar
selects the “self-driving vehicle” option.
By the time he opens the car door just
minutes later, the system has already
sent his entire travel itinerary to the ve-
hicle’s on-board computer.

This is made possible by the fact that
his smartphone is connected to a kind of
virtual butler on the Internet. Online, this
calculates Majumdar’s agenda for today
based on his selected settings. The assis-
tant also constantly requests up-to-date
information from service providers such

Personal travel planning: Rupak Majumdar
demonstrates how a cyber-physical system
could, in the future, help link different modes of
transport, such as public transportation and car
rental agencies. We could use our smartphones
to determine the best route of travel, and even
change our plans on the spur of the moment if
our train is running late, for example.
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Gap in the system: There is a semantic gap between the virtual or mathematical world, in which a control system is developed, and the real
world, in which the respective hardware and software is implemented. So while mathematicians can often prove that a particular cyber-physical
system would possess a desired property, they can't always put it into practice in the real world due to technological constraints. The Max Planck

researchers want to close this gap.

as traffic management systems and pub-
lic transport operators. It uses this data to
calculate alternatives, which it then lists
as options that can be selected. Once Ma-
jumdar picks an alternative, the virtual
assistant regularly verifies the real condi-
tions. In the event of disruptions, it dis-
plays the relevant notifications on the
smartphone’s display and also informs ev-
eryone else involved in the travel itinerary
of the changes that are being made.

“In Los Angeles, something like
that would have made my life a whole
lot easier,” Majumdar explains, as he
sits behind the steering wheel of his car.
He spent six years there, teaching and
researching as a professor at the Univer-
sity of California.

And the scenarios painted by the
CPS prophet don’t end there. Cyber-
physical systems are expected to make
road traffic not only more comfortable
and stress-free, but also safer. This
would require equipping street lights,
house facades, sidewalks and vehicles
with sensors designed for early detec-
tion of the presence of dangerous ob-
jects or persons at risk.

If Majumdar were to approach his
son’s school with the car and pass a bus
waiting at a stop, for instance, it’s pos-
sible that the car would suddenly brake

very hard. One reason may be that the
sensors embedded in the asphalt might
have detected a child standing behind
the bus, out of view. The moment the
child’s position is transmitted in real
time to the virtual assistant in Majum-
dar’s car, the assistant immediately de-
cides to play it safe. It initiates the brak-
ing process while at the same time
using what is known as vehicle-to-ve-
hicle communication to inform the
cars driving behind Majumdar of the
situation. These cars then brake as well
in order to prevent a pile-up. Scientists
hope that this kind of technology could
help significantly reduce the number of
traffic-related injuries and mortalities.

HELPING THE ELDERLY IN AN
EMERGENCY AND WITH SHOPPING

Cyber-physical systems could also help
to more easily deal with two other com-
mon societal challenges. In order to en-
sure that elderly persons can stay in
their familiar surroundings for as long
as possible, their apartments or houses
would need to be equipped with sen-
sors and voice-activated electronic de-
vices. These would link together to
form a cyber-physical system that learns
to recognize the inhabitant’s behavior-

al pattern when he or she is in a good
state of health, and alert a doctor if any
deviations from this pattern occur. If
the inhabitant suffers from dementia,
the system could also write shopping
lists based on the food items stocked in
their pantry, and monitor whether the
person is taking their medication as re-
quired. The system could even detect if
an elderly person falls, and initiate
emergency measures.

Cyber-physical systems also play an
important role in the transition from
fossil fuels to renewable energy sourc-
es, with wind and solar power increas-
ingly covering energy demand. Howev-
er, the amount of electricity contribut-
ed by these energy sources naturally
fluctuates. Thus, in order to ensure that
the supply still satisfies the demand,
the electricity must be transmitted us-
ing a clever mechanism. This approach
is based on a vast energy information
network that combines the regulation
of the power grid with consumers, elec-
tricity producers and energy storage de-
vices. The important components of
this gigantic system include sensors in
the form of smart meters located in
households, along with information
and communication technology, as well
as adaptive arithmetic techniques. >
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Unlike conventional electricity meters,
these sensors take into account the cur-
rent energy prices and grid loads to
make consumers aware of any power-
guzzling appliances and give them tips
on saving energy.

“In recent years there have been
two key developments without which
such scenarios would be absolutely un-
thinkable,” explains Manfred Broy, pro-
fessor of computer science at Tech-
nische Universitdit Miinchen (TUM).
“This is the triumph of the Internet,
spurred on by increasingly powerful
and more-affordable computers,” says
the professor. Not to mention the in-
creased use of embedded systems.
While these small computers have lim-
ited capability, they feature sensors and
actuators that help them understand
and control the physical world.

Researchers and engineers are already
faced with a series of challenges when it
comes to designing and developing em-
bedded systems. Cyber-physical systems
significantly compound these difficul-
ties. “The complexity of the systems that
we want to build is always greater than
the complexity that we can still reason-
ably monitor,” Majumdar explains. The
development of brakes for cars is a prime
example of this.

GREATER COMPLEXITY:
A MULTI-VEHICLE NETWORK

In 1978, the anti-lock braking system
(ABS) was considered a technological
milestone because it ensured improved
steering and directional stability when a
car’s brakes were engaged. Seventeen
years later, the automotive supplier Bosch

launched the “electronic stability pro-
gram” (ESP) for the Mercedes S-Class. As
a combination of ABS, traction control
and electronic brake-force distribution,
it was designed to specifically decelerate
individual wheels in order to prevent the
vehicle from breaking away. Then, in
2003, Japanese car manufacturer Honda
introduced the “Collision Mitigation
Brake System” on the market. This type
of emergency brake assist automatically
initiates the braking process via the on-
board computer as soon as it deems a sit-
uation critical. Using radio waves and la-
ser beams, the system determines the
distance between the vehicle and the ob-
stacle. If the distance is too small, the
system even triggers full braking.
Greater functionality requires a
greater number of sensors and actua-
tors, whose correct interaction in turn

» i Aforward-looking system: Traffic safety could be increased using
cyber-physical systems. Sensors located along the roads could
register unforeseeable events - such as a child unexpectedly
running out into the street. A control system linked to the sensors
and the vehicles would then automatically bring an approaching
car, as well as other cars following behind it, to a stop.

Photo: Corbis
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Switching systems: If our energy is provided in the future, not by centralized, large power plants, but instead by decentralized solar arrays and wind
power plants, the electricity grid could become a cyber-physical system.

increases the system’s complexity. An
ABS affects only the wheel speed and
brake force, while the ESP monitors
the steering angle and various acceler-
ation forces, specifically controls indi-
vidual wheels and throttles the en-
gine. The emergency brake assistant
detects the car’s surroundings as well
as potential obstacles. Current tech-
nology such as computer vision can
even detect pedestrians in the vicini-
ty. “All of this is taking place inside a
vehicle, and now we want to access a
network that is established between
multiple driving vehicles. This takes
us to a whole new level of complexi-
ty,” explains Majumdar.

A CYBER-PHYSICAL SYSTEM WITH
RESPONSIBILITIES

Constantly mastering this growing
complexity is just one of the numerous
challenges faced by scientists in this
field. But the public, too, must become
involved. Not only must society ask it-
self whether it wants to relinquish the
responsibility of full braking to sensors
and program codes, it must also define
rules and guidelines for other applica-
tions involving cyber-physical systems,
such as those that care for the elderly
and regulate power supply.

Yet before any of this can happen, the
public must first learn to accept cyber-
physical systems. This means that the
systems must always work in a reliable
manner. Not only must they meet the
expectations of the consumers and the
engineers alike, but they must also
never malfunction and be available at
all times. Even if individual compo-
nents were to fail due an accident or as
a result of damage, the ramifications
must be kept to a minimum. And all
of this must already be ensured while
the systems are still being designed.
This is where Rupak Majumdar comes
into play.

The stairs, a combination of light-
colored wooden flooring, metal and
concrete, creak as he heads up to his of-
fice on the third floor of the Max Planck
Institute for Software Systems in Kaisers-
lautern. The building still smells new —
after all, the researchers just moved in
last July. Six floors composed of offices,
conference rooms and lounges sur-
round a square-shaped atrium. With its
second site in Saarbriicken and in addi-
tion to the Max Planck Institute for In-
formatics, this institute is one of two
within the Max Planck Society devoted
exclusively to computer science. This is
where scientists research all kinds of
structures and linkages of software sys-

tems. Here, Majumdar and his group
develop methods that can be used to
automatically check the operational
safety of CPS.

HIGH DEMANDS REGARDING
RELIABILITY

“Obviously, the system should never
fail,” he explains, as he walks from his
office to a meeting with his group. Be-
fore, it was possible to reboot the soft-
ware if need be. “But the requirements
are much greater, of course, when you
design a control system for an entire
electrical grid,” Majumdar says, and
adds: “When certain functions don’t
deliver the correct result within a clear-
ly defined period of time, this can re-
sult in high costs or even, at worst, in a
catastrophe.” It is already complicated
to ensure the reliability of embedded
systems. Yet in the case of cyber-physi-
cal systems, there is an added difficul-
ty: their components operate in both
the analog-real world and the digital
one. This fact must be taken into ac-
count when developing the models for
these systems.

In the digital world, reliability is de-
fined as “robustness,” a term computer
scientists use to express that the system
continues working in a satisfactory
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manner despite malfunctions. In the
real world, which is described by con-
trol systems and differential equations,
on the other hand, reliability is defined
as “input-output stability.” Take a coil
spring with a weight attached to one
end as an example: No matter how far
the weight is pulled down, once let go,
the range of the spring pendulum
won't exceed the distance by which it
was initially extended. Friction causes
the swinging motion to gradually die
off. The fact that in a spring pendulum
system, the limited input signal, name-
ly pulling the spring downward, also
induces a limited output signal, name-
ly the swinging motion of the spring
pendulum, is described as input-output
stability.

HUMAN FACTORS: A TOUGH
NUT TO CRACK

Robustness and input-output stability
can be applied only in their respective
fields, so it isn’t possible to express and
calculate them for “hybrid” systems
such as cyber-physical systems. Howev-
er, checking the reliability of precisely
these systems is extremely important,
for example with regard to ensuring a
steady supply of electricity generated
from solar and wind power. Majumdar
has made a major contribution to this.

He expanded the definition of input-
output stability from the world of real
controls in such a way that it can now
also be applied in the realm of bits and
bytes. This is an important piece of the
puzzle to also help assess the reliability
of cyber-physical systems.

Yet for Majumdar, it isn’t just these
different approaches to developing
models based on control systems and
software technology that prove to be a
challenge; the human factors are also a
tough nut to crack. He calls it the “se-
mantic gap”: various experts are in-
volved in developing a control system.
However, each of them focuses only on
their individual level of abstraction,
which in turn can lead to errors in the
overall system. That is why Majumdar’s
goal is to be able to check all of the
properties of such a system using an in-
tegrated program analysis.

The members of Majumdar’s group
have gathered in the room, which of-
fers a sweeping view of the campus of
the TU Kaiserslautern. They are sitting
on blue chairs pulled up to white tables,
attentively watching a researcher who
has already gone up to the whiteboard.
Rayna Dimitrova completed her doc-
torate in Saarbriicken and now con-
ducts research in Kaiserslautern. She is
wearing blue jeans and a white fleece
sweater. She quickly fills the two boards

with arrows, Latin and Greek letters,
round and wavy brackets. Whenever
she explains something, her right hand
repeatedly opens and closes the cap of
the big marker she is holding.

ARRIVING AT THE BEST
ABSTRACTION STEP BY STEP

Dimitrova’s research focuses on refining
abstractions. “That’s what this game is all
about,” explains Majumdar: “We throw
away certain pieces of information, but
we make sure that we have enough infor-
mation left over to conduct the analysis.”
This approach is also suitable for testing
the system models. Previous methods
have one major drawback: if you want to
model everything with great precision,
the sheer number of possible states that
such a system could adopt becomes so
large that many computers need too
much time to complete the computa-
tions for the model - if they can com-
plete them at all.

Majumdar and other researchers
have further developed this approach
and established what is known as “coun-
terexample-guided abstraction refine-
ment.” When applying this method,
you start out with a very rough abstrac-
tion. Instead of modeling everything,
the modeling is kept as cursory as possi-
ble. If the computation finds a possible

Aircraft and trains today - and even modern cars - contain so many networked physical sensors and actuators that act in the physical world,
that they constitute complex cyber-physical systems.
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Proof of reliability: Filip Niksic, Johannes Kloos, Wei Li, Rupak Majumdar and Rayna Dimitrova (from left to right) are developing methods for
ensuring that cyber-physical systems work flawlessly. They achieve this by creating models of the systems and searching for suitable abstractions
to reduce the mathematical complexity.

error, this error is then used as a point
of origin to describe this particular seg-
ment of the model. This step is repeat-
ed until the analysis no longer detects
any possible errors. The researchers use
this method to arrive at the best abstrac-
tion step by step. This abstraction helps
the researchers prove, in mathematical
terms, that the system as a whole works
exactly as it should.

After the presentation, Majumdar is
back at his desk, reading his e-mails as
his feet bob up and down to the tune of
his keystrokes. A picture of a dinosaur,
colored in using all sorts of colored pen-
cils, is taped to the cabinet, where it
forms a stark contrast to the whiteboard.
The latter is covered in so many equa-
tions written in red, blue and black ink
that the board itself has seemingly be-
come a gray surface. The to-do list is vis-
ible in the top left-hand corner. The first
ten tasks are written in large black let-
ters, while the remaining items have
been jotted down in small red letters.
“We're making progress, but many ques-
tions remain unanswered,” Majumdar

explains. How can you check and certi-
fy that the systems will work even in the
case of malicious attacks? How can it be
guaranteed that they will protect the us-
ers’ data? And how can you make sure
that the systems are easy to use, even for
non-experts?

TO THE POINT

reliability of the entire system.

e Cyber-physical systems can increase road traffic safety, make logistics more
efficient or ensure a continuous power supply in a fluctuating power grid.

* In computer science, reliability is studied using models that aren’t compatible
with the models of the physical world. Ensuring that a hybrid system - one that
is rooted in both worlds - works reliably thus requires a comprehensive model.

e Max Planck researchers develop methods that ensure the reliability of cyber-
physical systems. The scientists master the high level of complexity by searching
for suitable abstractions. These abstractions help them ultimately ensure the

Night has fallen long before he gets into
his ten-year-old Mercedes-Benz and
drives home. One thing is certain: if cy-
ber-physical systems develop the way he
hopes they will, he will no longer have
to worry as much about road safety on
the way home. <

GLOSSARY

Cyber-physical systems: Systems in which sensors for processes in the physical, or real,
world are linked to digital control units and actuators in the physical world. These systems
use corresponding software to turn physical information into digital control commands
for devices, which in turn carry out an action in the physical world.
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